SAN LUIS OBISPO COUNTY
Public Health Laboratory

Phone: (805) 781-5507 Fax: (805) 781-1023 www.sloPublicHealth.org/lab

~ Important Notice to All Portal Users ~

SECURITY AGREEMENT

This Portal offers direct access, without further login requirements, to online data that you can
access from your computer. As a result, it is essential for you to protect the Portal against
unauthorized access. You are the person who is primarily responsible for this.

Specifically, by using the County of San Luis Obispo’s Public Health Laboratory Secure
Webportal , you are agreeing to follow these basic security precautions:

REQUIRED

e The password must be at least 6 characters in length

o The password must contain at least one upper-case letter and one lower-case letter
e The password must contain at least one number

e You will be prompted and required to change your password every 180 days

RECOMMENDED PRECAUTIONS and ADDITIONAL SECURITY MEASURES

e The password should not be the same as your user name

e The password should not be information easily obtainable about you such as your
license plate number, social security number, telephone number or street address

e Do not share your password freely and keep your password confidential

e Do not leave your computer station with the Portal open and agree to guard against
other inappropriately viewing or accessing information by taking precautions such as
logging off or locking your computer station when leaving.

We may require additional security precautions as a result of HIPAA requirements or for other
reasons.

The County of San Luis Obispo is not responsible for unauthorized access that occurs as a
result of your failure to take these basic security precautions.

This application requires a valid user name and password. All application users expressly
consent to the above Security Agreement.
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